
Lecture 4: Bash Language Part IV

Suggested Literature
Both books are available at 
https://learning.oreilly.com



RECAP: The echo command

My laptop

echo displays a line of text/string passed as an argument

•The -e option allows the 
backlash to be interpreted
•The -n option does not skip 
a line after the command



< symbol take standard input from file

Mixing >> and < input / output redirection

RECAP: Input/Output redirection



RECAP: grep: a life saver 

My laptop

grep command search es lines that match a pattern 

grep + regular expressions = powerful tool in general 
(especially useful in the wargame HW). What are 

regular expressions (we will encounter them a lot!) 



RECAP: Find files with find command
find: search for files and directories within a directory hierarchy

What if you 
don’t wan’t to 
show hidden 

folders?

Only grandchild and 
grand grandchild of the 

home directory



Basic string manipulation

My laptop

from parent directory



Printing: echo vs printf
echo: powerful and, in most cases, adequate command.
However, sometimes we need formatted output: printf



Printing: echo vs printf
printf command formats output via flags that are written 

as “%” immediately followed by a few special letters 



Printing: echo vs printf
Backlash “\” has a special meaning on printf

note the \n at the end of the print statement



Printing: echo vs printf

If your integral has 
an absolute numerical 

error of 0.01, it 
makes little sense to 
print the results with 

15 digits. 



Printing: echo vs printf
printf allows

padding (both on 
numbers and strings)

The + flag prints sign 
(both positive and 

negative)



Printing: echo vs printf

without dots you pad with spaces instead of zeros

However here the + counts in the 5.



Basic string manipulation 
with a twist: variables

My laptop

from parent directory



Defining variables in Bash

My laptop

We can define variables that can hold values different 
than their names

Variables can hold integers. They can also hold floats

However, there isn’t float arithmetic in pure bash



Reading user input
read prompts a user for input

read to an array with -a option

HW: 
research 

about -n and 
-p options



My laptop

How to get the length of the value the variable holds?
${#variable}

Parameter expansion



Parameter expansion: default values

My laptop

Many times, it is important to provide default values / behavior



Parameter expansion: default values
Many times, it is important to provide default values / behavior



Parameter expansion: error message

My laptop

Many times, it is important to provide default values / behavior



Convert to Uppercase (bash > 4.0)
define variable with string variable than use ^ or ^^ 

To check your bash version, there is a default variable



Convert to Lowercase (bash > 4.0)
define variable with string variable than use , or ,, 

To check your bash version, there is a default variable



String manipulation w/ pattern matching is powerful in bash
Syntax:
       ${parameter#word}    (short match pattern)
      ${parameter##word}  (long  match pattern)
Example:

What is the meaning of abc*XYZ?
• “*” = wildcard. Expand to None, One or more chars.

Removing substrings (pattern matching)



There are more wildcard operators in pattern matching
Mastering them takes time and 

practice. 
This is where AI can help you in practice

Example:
abc3567XYZ1defXYZomgXYZghi

and you want the output to be
omgXYZghi

More powerful pattern matching

Removing substrings (pattern matching)



Removing substrings (pattern matching)
There are more wildcard operators in pattern matching

Mastering them takes time and 
practice. 

This is where AI can help you in practice

Example:
abc3567XYZ1defXYZomgXYZghi

and you want the output to be
omgXYZghi

Precision on pattern matching is everything. Diff. logic

With the missing [0-9], our pattern doesn’t match anything



Removing or replacing substrings
String manipulation w/ pattern matching is powerful in bash

Syntax:
  ${parameter/pattern/string}.    (first match)

  ${parameter//pattern/string}.   (all match)

  ${parameter/#pattern/string}   (beginning of line)

  ${parameter/%pattern/string} (end of line)



Removing or replacing substrings
String manipulation w/ pattern matching is powerful in bash

Syntax: (need this line) shopt -s extglob
  ${parameter/pattern/string}.    (first match)

  ${parameter//pattern/string}.   (all match)

  ${parameter/#pattern/string}   (beginning of line)
  ${parameter/%pattern/string} (end of line)



Printing with colors!

My laptop

from parent directory



Printing: echo vs printf
What about Colors? Works with printf and echo -e

You need the -e flag on echo (and you don’t need \n)



Printing in colors (both echo & printf)
This looks like cryptic language, but Don’t Panic

Did you notice that: \033[, \x1B[ and \e[ = the same result?

Why?

• \0XY = octave (base8). So, \033 = 3*08 + 03 = 27
• \xXY = hexadecimal. So,   \x1B = 1*16 + 11 = 27

27 (?) Why this “magical” number?



27=ESC & ESC[ initialize a Control Sequence Introducer (CSI)

The answer to life, the universe, 
and everything is..

27

Printing in colors (both echo & printf)



Vivian, this looks like cryptic language! Don’t Panic

Did you notice that after ESC[ there is a sequence of 
numbers followed by the letter m? 

The CSI \e[X;Ym is the Select Graphic Rendition (SGR)

Printing in colors (both echo & printf)



The CSI \e[X;Ym is the Select Graphic Rendition (SGR)

• The CSI \e[Ym is equivalent to \e[0;Ym
• The original specification: 7 colors
• 30-37 = foreground colors
• 40-47 = background colors
• \e[0;0m = reset (necessary & good practice)

Printing in colors (both echo & printf)



Positional Parameters

My laptop

from parent directory



Positional Parameters inside a script (.sh)
Built-in variables. They have names 1, 2, 3…

Unique variables “@” and “*”. Positional parameter: 0
The number of positional parameters: #

shift moves parameters (and delete the first)



Built-in variables. They have names 1, 2, 3…
Unique variables “@” and “*”. Positional parameter: 0

The number of positional parameters: #
shift moves parameters (and delete the first)

Positional Parameters inside a script (.sh)



Integer Arithmetics

My laptop

from parent directory



Integer arithmetic 
There is no float-point arithmetic. Integer: $((…))

Increment by one
Because of the use of $(()), we could 

have defined x=2 without declare



Why do we set variables with declare –i?
declare – set variable attributes 



Homework I
• Create one example where print is used to print hexadecimal 

(remember the Mars movie where hexadecimal were used?)
• Write a script that asks the user in the terminal to create a password. 

Then print the password (echo is ok) but if the user does not enter 
anything, the code should print 1234.

• Write a script that asks the user in the terminal to create a password. 
Then print the password (echo is ok), but if the user does not enter 
anything, the program prints the error message “Error, the user must 
enter a password”

• Random is a variable that return a pseudorandom integer (see below). 
Write a script that returns the prints a random throw of a six-faced 
dice



Homework II:
• Using printf, format a number as a percentage. Your program should output: 

"75.00%” (look the number of digits)
• Given the variables below, write a program that outputs "Name: John Doe 

Age: 35 City: New York” (use variables!)

• Given the variables below, write a program that outputs "2022-07-04"

• Given the variables below, write a program that outputs "Product: Computer 
Price: $1000.00 Quantity: 5"



Homework III (use find)
•Search recursively from the current directory for all regular 
files ending with .log and print their paths. Hint: Use -type 
f and -name

•Find all regular files in /var/log that were modified in the 
last 24 hours. Print their full paths.                             
Hint: Use -mtime with an appropriate argument.

•Find all files in the directory /home/user/documents that 
have not been modified in the last 60 days, and move them 
to an archive directory /home/user/archive.               
Hint: Use -mtime and -exec



Homework IV (use find)
•Search the current directory for all files named *.conf but exclude 
any files inside a directory named backup.
Hint: Use -path, -prune, and combine with -or.

Prune can be confusing. See if this explanation helps

https://stackoverflow.com/a/1489405/2472169



Homework V (use parameter expansion)
• Given a variable that contains a full file path, e.g., 

full_path="/home/user/documents/report.pdf"
write a Bash command (using to extract just the file name report.pdf.
• Given a variable with a filename with multiple extensions, e.g., 
file="archive.tar.gz” write a Bash command to remove the final extension.
• Given a variable containing a sentence, e.g., sentence="The sky is blue.” 
Write a Bash command to replace the word blue with clear.
• Given a variable that contains a mixture of letters, symbols, and digits, e.g., 
text="Order ID: #12345AB”. Write a Bash command that removes all 
characters that are not digits so that only the digits remain (12345).
• Given a variable with mixed letters and digit sequences, e.g., 
mixed="abc123def456ghi” write a Bash command that uses extended globbing 
(shopt -s extglob) to remove all digit sequences (i.e. one or more digits) so that 
the result is abcdefghi.

• Given a variable containing a URL, e.g., url=https://www.example.com/page, 
write a Bash command that extracts just the protocol (https) from the URL.

https://www.example.com/page


Homework VI (use parameter expansion)
• Given a var. containing a URL, e.g., url=https://www.example.com/page, 
write a Bash command that extracts just the domain (www.example.com) from 
the URL.

• Given a var. with a filename: filename="my-file-name.txt" write a Bash 
command to replace every dash (-) with an underscore (_).

• Given a var. containing a string: text="Hello World" write a Bash command 
to remove all vowels (both uppercase/lowercase) so that the output is Hll Wrld.

• Given a variable containing a file path that might include duplicate slashes, for 
example: path="/home//user///documents" write a Bash command that 
normalizes the path by replacing any occurrence of one or more consecutive 
slashes with a single slash.

• Extract Version Number from a Software String software="app-1.2.3-release" 
write a Bash command to extract only the version number (1.2.3).

• Given a variable that may begin with the prefix "temp_”, write a Bash 
command that removes "temp_" from the beginning if it exists; otherwise, the 
string should remain unchanged.

https://www.example.com/page


HW VII: Who needs more colors? 



So, what does this print? 
printf "\e[3;38;5;241;48;5;213m Hello World \e[0;0m \n"

HW VII: Who needs more colors? 



Additional Reading
• This medium article https://robaboukhalil.medium.com/the-weird-

wondrous-world-of-bash-arrays-a86e5adf2c69 has an interesting 
discussion about bash arrays

• This medium article https://geekjob.tech/7-tips-to-write-better-bash-
scripts-in-2023-8299f5a59b87 has an interesting discussion on how to 
write good bash code. The discussion includes bash functions, which I 
won’t have time to cover. 

• Good article on how to upgrade MacOS to use Bash 5.0. The default 
bash on MacOS is bash 3.0, which does not support some features I 
taught in this class https://medium.com/itnext/upgrading-bash-on-
macos-7138bd1066ba
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Additional Reading
• Good discussion about bash functions on StackOverflow: 

https://stackoverflow.com/questions/6212219/passing-parameters-to-a-bash-function 

• Good discussion about the differences between bash and zsh, the default 
shell on MacOS: https://apple.stackexchange.com/a/361957/316668 

• The GNU documentation for Pattern Matching as part of Bash Manual 
https://www.gnu.org/software/bash/manual/html_node/Pattern-Matching.html 
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Additional Reading
If you know C, you may wonder: “%b”?

There are potential inconsistencies between languages



Additional Reading. Debug?
Now that our scripts are getting larger, how to debug?

https://www.shellcheck.net/# 

This is quite a good 
website with a terminal. 
The debugger is strict; it 
is hard to get rid of all 
errors and warnings

https://www.shellcheck.net/

