
Lecture 11: C part IV

Suggested Literature



RECAP: Global Variables
Global variables are evil (sometimes unavoidable evil!)



RECAP: Switch statements (w/ enum)

{ } are not mandatory, but I 
always include them (they 

isolate local variables you may 
create inside each case)



RECAP: struct in C
struct allows C to do 

Object Oriented Program 
(OOP)

C++ will take struct to 
another level with 

Classes 



struct works like any type. 
For example, you can 

make arrays

PS: why not 
birthday[0].name = “Viv”?
array type is not assignable 

RECAP: struct in C

https://stackoverflow.com/a/37225315/2472169


RECAP: Memory mapping

0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F
convenience: nums shorter and easy to convert to binary 

Conversion from [0-F] to binary takes 4 bits
Therefore, 0xE2 = 14 * 16 + 2  = 1110 0010 (binary) 

2E

Mapping is written in Hexadecimals 
0xNum implies Num is in Hexadecimal



RECAP: Pointers
Pointers keep track of the value of the variable it points to

How? 
int* y = &x;
copies th e 
address in 

memory, not the 
value



Pointers

The same logic 
applies to structs 

Pointer point to the 
memory location 

of the struct
This is important 
for optimization. 
Copying structs 

can be expensive



Pointers

This is 
important 

for 
optimization

Copying 
structs can 

be expensive

Copy the address by 
value (not the contents 

of the struct)

Use the symbol ->



Pointers

Passing the address 
by value allow 

functions to modify 
the content of its 

argumentsCopied the 
address



Pointers
Passing the address by 
value allow functions 
to modify the content 

of its arguments

This can be good or bad

How do we prevent 
this?

const correctness 

Address 
unchanged



Pointers

Passing the address by value 
allow functions to modify the 
content of its arguments (but 

not the pointer itself)
What if we need to modify the 
pointer itself? We need pointer 

of pointers!



Pointers – Common Mistakes Part I

The problem here is that 
p2 is an integer! 
How to fix that?

int *p1, *p2;



Pointers – Common Mistakes Part I

An even better solution 

use typedef
So elegant.

No errors!



Pointers – Common Mistakes Part II
Unutilized pointer = 

memory/access violation.
Compiler only catches it 

when the .c is compiled with 
additional flags (use them!)



Pointers – Common Mistakes Part II
The problem with memory violation is that the 

compiler may not catch it, and the program may run!



Pointers – Common Mistakes Part III
The problem with memory violation is that the 

compiler may not catch it, and the program may run!



Pointers – Common Mistakes Part III
But at some point, you will run out of luck!



Pointers – Common Mistakes Part IV
A pointer to an 

uninitialized variable 
will print garbage 

(can be hard to track 
in a large code)



Pointers – Common Mistakes Part V
The order of *p1++ is 

opposite of intended and result 
in memory access violation
•First deference operator “*”
•Second, add one to the 
pointer address (remember: 
location is a hex number)



Dynamically allocated memory



Why do we need malloc?
Malloc allows programs to access a large pool of memory: heap
Without malloc, we only have access to stack automatic 

memory (fast but small)



How to generate a stack overflow? Part I
This function calls itself infinite times.

Generates a stack overflow when 
compiled with -O1. 

Excessive deep or infinite recursion 
generates a stack overflow.

However, -O2 does NOT create a stack 
overflow (code just runs forever). Why?
-O2 enables –foptimize-sibling-calls that 

converts recursive calls into loops



How to generate a stack overflow? Part II
Generates a stack overflow when 

compiled with -O1. 
Excessive deep or infinite 
recursion generates a stack 

overflow.
However, -O2 does NOT create a 

stack overflow. Why?
–foptimize-sibling-calls



How to generate a stack overflow? Part III
Stack size is ~8 Megabytes of memory. How do I know that?



How to generate a stack overflow? Part III
Stack size is ~8 Megabytes of memory. 

So, let’s create an array with more 
than 8 Megabytes.

Given that double is 8 bytes. We 
need an array ~10^6 elements



Dynamically 
allocated 
memory

always check if 
the pointer is 
NULL

malloc provides 
memory but does 

not initialize 
array values

can’t forget to 
free the memory



Dynamically allocated memory

malloc provides 
memory but does 
not initialize array 

values

calloc does init 
the array to zero

malloc and calloc 
have different 

arguments (1 x 2)

Don’t forget to 
free the memory

Both malloc and calloc 
return void*. So casting 

is needed .



Memory leak with malloc

Memory leak



Memory leak with malloc



Pointers – Common Mistakes Part VI

You are not allowed 
to free variables that 
are defined on the 

stack memory!



Pointers – Common Mistakes Part VII

You can't access a stored 
value once you have freed a 

pointer! 
That is memory corruption.



Pointers – Common Mistakes Part VIII
You can’t deallocate 
2x memory allocated 
with a single malloc! 

That is memory 
corruption.



Pointers – Common Mistakes Part IX

Using pointer 
and use 

sizeof(type) to 
determine the 

size of an array



Homework I

Is this a healthy bug-free 
code? 
If not, explain why and 
the output from printf.



• Multiple Enumerated Types. Write a program or programs to answer each 
of the following questions:
1. What happens if you try to reuse the name of a value within a single 

enumerated type?
2. What happens if you try to reuse the name of a value across 

enumerated types?
3. What does the compiler report if you try to assign a value from one 

enumerated type to a variable of another enumerated type?
4. What happens if you try to give two values the same name in a single 

enumerated type?
• What do you expect the value of a to be after the following series of 

commands?
b = 5; a = ++b - ++b;

• What do you expect the value of a to be after the following series of 
commands?

b = 5; a = b++ - b++;

Homework II



Homework III



Homework IV



Homework V



Homework V



Homework V



Homework V



Homework VI
What is the output of the following program and why? Does this 

program have a memory leak? Why?



Homework VII
What is the output of the following program and why? Does this 

program have a memory leak? Why?



Homework VIII
What is the output of the following program and why? Does this 

program have a memory leak? Why?



Additional Reading
• Difference between Stack and Heap memory
• Video on Stack vs Heap: 

https://www.youtube.com/watch?v=_8-ht2AKyH4
• StackOverflow discussion on contiguous vs non-contiguous 

memory: https://stackoverflow.com/a/26999092/2472169
• Top 20 pointer mistakes (I used this post to create this lecture): 

https://www.acodersjourney.com/top-20-c-pointer-mistakes/ 

https://craftofcoding.wordpress.com/2015/12/07/memory-in-c-the-stack-the-heap-and-static/
https://www.youtube.com/watch?v=_8-ht2AKyH4
https://stackoverflow.com/a/26999092/2472169
https://www.acodersjourney.com/top-20-c-pointer-mistakes/

