
Lecture 7: Shell Part VII

Suggested Literature
Both books are available at 
https://learning.oreilly.com



RECAP: Sorting integers with sort

Added a third column 

with the amount of 

money you spent on 

singer’s albums



RECAP: Sorting dictionary ordering
Sorting 
using 

multiple 
columns

• The argument -k1,1d means “create a key starting 
at column 1 and ending at column 1 in dictionary 
order”

• For the last key you could have written --key 3



RECAP: Removing duplicate words
Piping is extremely powerful: lets pip sort and uniq command

Portuguese numbers 
between one and 

then with repetition

uniq command filters adjacent lines from input
• -d removes duplicates
• -u only print unique lines
• -c count the records



RECAP: Sorting with floating numbers 
Did you notice the -g option on last slide? 

• When dealing with float point -g is preferable
• When using scientific notation -g is mandatory
• Awesome stackoverflow answer with in-depth explanation

Why not using -g all the time instead of -n? Speed!

https://unix.stackexchange.com/a/677720/464161
https://unix.stackexchange.com/a/677720/464161
https://unix.stackexchange.com/a/677720/464161
https://unix.stackexchange.com/a/677720/464161


RECAP: counting words on Hamlet 

Portuguese numbers 
between one and 

then with repetition

An illustrative example of the power of shell commands

• Replace nonletters with newlines
• Map uppercase to lowercase
• Sort the words in ascending order
•  Eliminate duplicates, showing their 

counts
• Sort by descending count, then by 

ascending word
•  only line we don't understand (next 

class): we do understand ${1:-25}

sed Xq: quit processing after X lines (optional command)



How many words are in Hamlet? 

Least-frequent words on Hamlet? 

RECAP: counting words on Hamlet 

Most-frequent words on Hamlet? 



RECAP: sed – string substitution
sed is a small power string editor program.
In combination with regular expressions, 

sed has saved my research a coupled of times
Let’s start simple. Consider this file

Nice documentation: https://www.gnu.org/software/sed/manual/

https://www.gnu.org/software/sed/manual/
https://www.gnu.org/software/sed/manual/
https://www.gnu.org/software/sed/manual/


RECAP: sed – string substitution
What about multiple substitutions? Use option -e

• Look at the space before MA. Be careful with characters 
between the first ‘/’ and the second ‘/’

• Output redirection (save to file) sed -f sedscr list > newlist



RECAP: sed – string substitution
sed can replace only lines that contain some key string 

sed only replaces MA with “, Massachusetts” on lines that contain Road

! = opposite 
behavior. Replace 
only on lines that 

don’t contain Road



sed - Suppressing display of input lines
Default operation of sed is to output every input line 

(except with -n). With -n, each instruction intended to 
produce an output must contain the print option,  “/p”.

Without p: no output at all
with p, output only modified 

lines



sed - Suppressing display of input lines
With -n, each instruction intended to produce output must 

contain a print command, “/p”. We can use that to only print 
lines with (or w/o with the “!” option) a special word



sed with ‘i’ - writing lines
sed can be used to insert new text in a file

sed can also be used to just replace a line



sed is so versatile. More functionality
sed can be used to delete lines that contain a key word

Print the line numbers of lines containing a key word



sed is so versatile. More functionality
sed commands summary

and much more…
https://www.gnu.org/software/sed/manual/sed.html#sed-commands-list 

https://www.gnu.org/software/sed/manual/sed.html
https://www.gnu.org/software/sed/manual/sed.html
https://www.gnu.org/software/sed/manual/sed.html
https://www.gnu.org/software/sed/manual/sed.html
https://www.gnu.org/software/sed/manual/sed.html


sed global option
caveat substitution commands – the global option g

without -g, sed only 
do one substitution 

per line



Replacing tabs with spaces
First example replaced tabs with letter A 

(just to check)

sed global option



Regular Expressions
Power and useful features to deal with strings

Regex: so useful when combined with egrep and sed

Sample text



Regular Expressions
Regex: so useful when combined with egrep and sed

[…] is a metacharacter in regex



Regular Expressions



Regular Expressions
Metacharacters in Regex



Regular Expressions
Question: Why did both expressions match 123hat?

The regex [1-9]hat matched 3hat. Let’s use the “^” to prove that

^ = match from the beginning of the string / line. 
So, you need multiple digits (+) to go to hat!



Regular Expressions
Be careful. The position of symbols matters! 

“^” here means all characters except [1-9]
Metacharacters: second example



Regular Expressions
It is sometimes difficult to match a complete word. 
If we want to match the pattern “book”, our search 

will hit the word “book” and “books” but also 
“bookish,” “handbook,” and “booky.”

Both 
wrong



Regular Expressions
It is sometimes difficult to match a complete word. If we want 

to match the pattern “book”, our search will hit the word “book” 
and “books” but also “bookish,” “handbook,” and “booky.”

0 or 1 occurrences of the preceding char



It is sometimes difficult to match a complete word. If 
we want to match the pattern “book”, our search will 
hit the word “book” and “books” but also “bookish,” 

“handbook,” and “booky.”

Regular Expressions

[] encapsulates "[{(!
Why does it match Xbook?

* following the class means "match zero 
or more of these characters." Even 

if none of these characters are present, 
the regex will still match.



It is sometimes difficult to match a complete word. If we want to 
match the pattern “book”, our search will hit the word “book” and 

“books” but also “bookish,” “handbook,” and “booky.”

Almost!

Finally!^ or space

Regular Expressions

Second [] encapsulates 
]})?!.,;:\”s



Why (^|) was so important?
Regular Expressions



regex + sed -E = power
In sed, we can (regex) to save the result of regex. 
Then we can use \1, \2… to make replacements. 

This is so powerful! 
e.g, shuf -i 1-10 print permutation without replacement



regex + sed -E = power
In sed -E, we can (regex) to save the result of regex. 

Then we can use \1, \2… to make replacements. 
e.g, shuf -i 1-10 print permutation without replacement

Let’s add a minus sign to all output

The result of the regex [0-9]+ is saved 
on variable \1. The parenthesis created 

a “capturing group”



regex + sed -E = power

Challenge: what if we add to a 
minus sign only to single digits 

numbers?

We need to add the end of line 
regex $ after [0-9] (one digit) . 

The parenthesis created a 
“capturing group”



regex + sed -E = power

Line truncation



regex + sed -E = power
Remove all alphanumeric

Replaces 4 consecutive space characters with tab character



Congratulations
You now have a solid understanding of the 

Unix terminal, which can be helpful in 
research, such as when your pipeline needs 

to handle files.



Homework I
• Write a script that replaces all occurrences of the letter “a” with the letter “z” 

in a file
• Write a script that removes all whitespace characters (space, tab, newline) in  a 

file 
• Write a script that translates all digits to their corresponding words in a file 

(need to use SED) 
• Write a script that displays the content of a file but replacing all spaces with 

newlines! 
• Piping the pipeline from the exercise above, write a script that prints the 

number of unique words in a file. The display should start with the words that 
were repeated the most. 

• Create a one-line pipe script that will sort the output of echo "4 7 2 9 5” 
numerically

• Create a one-line pipe script that will sort the output of echo "John Smith, Jane 
Doe, Bob Johnson” alphabetically by last name 

• Create a one-line pipe script that will sort the following IP addresses by the 
last octet echo "192.168.1.10, 192.168.1.3, 192.168.1.5"



Homework II
• Write a script that replaces “old_word” with “new_word” in 

file.txt and output the result to new_file.txt.
• Write a script that deletes a line that contains Vivian word
• The command 
history | sed –E 's/ *[0-9][0-9]* *//' | sort | uniq -c | sort -rn | head -10 

list the most used bash commands by you. Explain how this 
program works
• Explain the difference of output between 
history | sed -E 's/ *[0-9][0-9]* *//' | sort | uniq -c | sort -rn | head -10 

and 
history | sed -E 's/ [0-9][0-9]*//' | sort | uniq -c | sort -rn | head -10 



Homework III
• In sed,  ‘Xa new_line’ is similar to ‘Xi new_line’ except that 

sed appends new_line after line X instead of inserting it at line 
X (check yourself!). So, write a script that appends the line 
Vivian Miranda, Jamaica, New York City NY after every 
occurrence of the word Road on address_list.txt file that I used 
on many examples

• Bash, any line that begins with # is a comment line. Write a 
sed script that deletes all comment lines. Hint: study regex ^

• shuf -i 1-10 prints the permutation without replacement of 
1,…,10. Create a sed script that takes the output of shuf -i 1-10 
and change the sign of 10 only



Homework IV
• shuf -i 49-80 prints the permutation without replacement of 

49,…,80. Create a sed script that takes the output of shuf -i 
49-80 and change the sign of all numbers in the 
mathematical range [50,69]

• Explain the weird behavior of this program

• The following regex can catch e-mail addresses but has a 
problem/bug. Can you identify the problem and fix it?



Homework V
Test the following Regular Expressions with egrep

space



HW VI. The Bandit: a wargame levels 2/3
• The Bandit wargame is aimed at absolute beginners. It will teach 

the basics needed to be able to play other wargames.

Although OverTheWire is a reputable site, you must only run that HW 
inside the docker phy504_2025_secure container.  The VM will protect you 

by isolating itself from the host machine

• Level 2: The password for the next level is stored in a file called -
located in the home directory.

Commands you may need to solve level 2: ls, cd, cat, file, du, find

• Level 3: The password for the next level is stored in a file 
called spaces in this filename located in the home directory

Commands you may need to solve level 3: ls, cd, cat, file, du, find 

https://overthewire.org/wargames/bandit/bandit0.html
https://overthewire.org/wargames/bandit/bandit0.html


Additional Reading
• A Surprisingly Common Mistake Involving Wildcards & The 

Find Command
• The Most Confusing Grep Mistakes I've Ever Made
• 50 examples with sed

https://blog.robertelder.org/find-command-wildcard-globbing/
https://blog.robertelder.org/find-command-wildcard-globbing/
https://blog.robertelder.org/find-command-wildcard-globbing/
https://blog.robertelder.org/top-5-grep-mistakes/
https://blog.robertelder.org/top-5-grep-mistakes/
https://linuxhint.com/50_sed_command_examples/
https://linuxhint.com/50_sed_command_examples/


Additional Reading: Magical first line

Magic first line that 
tells the system (and 

GNU nano) the file is a 
bash script



Why do we 
need the magic 

first line                  
#!/bin/bash?

Additional Reading: Magical first line


