
Lecture 2: Bash Language Part II

Suggested Literature
Both books are available at 
https://learning.oreilly.com



You won’t need to use bash all the time, but when you need it, 
understanding the following lectures can save you so much time. 

Most servers don’t have VNC that 
allows remote GUI

Even with VNC, GUI requires a 
lot of bandwidth.

We need to be comfortable with 
terminals

RECAP: GUI vs Terminal



We have many small 
pieces (programs). 

From “gluing” 
programs, we build 

pipelines.
mkdir

rm

ls

pwd

more

read

tail

head
tr

cp

mv

sort

echo

print
f

du

pipeline

RECAP: bash scripts ~ playing Lego 



RECAP: the location of shell programs
• type –a name displays all 
locations containing the 
executable name 
•Two locations may hold 
copies of the same program 
(here, /bin is just a 
symbolic link of /usr/bin). 
•How does the system know 
where to look them up (and 
what is the priority of 
execution)?



RECAP: man & --help commands
MacOS vs Docker and the --help 

Different systems may have different rules. MacOS is based on the BSD 
(Berkeley Software Distribution) Unix, while Linux adopts the GNU Core 

Utils as the bash distribution. They are not 100% compatible. 



Basic File Manipulation

My laptop

from parent directory

from current directory



Hidden Files

from current directory

Some files/folders are hidden (not shown by default ls and GUI)

Yes! Concatenate options

They are usually cache and system files. What 
are those? These are files that will crash the OS 
if deleted. Hidden files on Unix start with . (dot)



Hidden Files

from current directory
Yes! Concatenate options

These are file permissions (you may not be 
allowed to write on (or execute) all files.

Some files/folders are hidden (not shown by default ls)



.bashrc once more. Customization
• I hope you understand by now the large impact 

options have on the output of all bash programs, even 
simpler ones like ls (another example below)

•Use .bashrc to 
change the 
default behavior 
of a bash 
program. How?

alias ls=‘ls                    
--color=auto -alF' 



ACF? ALF? How to find help?
• The amateur way (not good for Planet Earth)

But, if you use AI, 
do it like that. A 
simple question, try 
to learn from the 
answer (spend time 
digesting the 
answer). 
Avoid cognitive 
offloading



ACF? ALF? How to find help?
• The pro way (using man command)



ACF? ALF? How to find help?
• The pro way (using man command)



.bashrc once more. Customization
•But now that you have changed the default ls behavior, 
with alias ls='ls --color=auto -alF' what if you want to 
change the options again? Command line arguments 
have precedence



The cp (copy) and mv (move) commands

My laptop

from parent directory

from current directory

cp or mv commands accept new filenames or directories (dir)
as their second args. If dir, then type either relative or absolute paths

cp or mv commands 
have many options. Try

cp --help
and

mv --help
Copy directories

cp -r 
one dash ‘-’ and r

HW: research one vs two 
dashes on options



Parameter expansion
If you need to create many directories, use parameter expansion

If you need to move/copy many files, use parameter expansion

Parameter expansion also works with different file types



Absolute Pathnames
•Absolute paths can be used to change working directories. Try this:    

cd /
This command changes your working directory to the root dir

Verify this by executing the pwd command!
Return to your home directory? cd command with no arguments

ls has many interesting options 
check ls --help

pwd provides the absolute path of 
the current directory



Relative Pathnames
Sometimes, absolute paths are the quickest way to refer to a file/dir

The absolute path to a file or directory may be long!

My laptop

This could make commands unwieldy! Is there an easier way?
A relative path or relative pathname specifies the position of a 

file/dir relative to some other entity the shell knows about

from parent directory

from grandparent 
directory

from current dir
from home dir



? Parent / Grandparent directories ? 

My laptop

from current directory

Directories in Unix system form a directory tree



Deleting Directories
Directories can be removed (deleted) with the rmdir (remove dir) 

THERE IS NO TRASH (file recovery) – BE CAREFUL
Syntax:
         rmdir  <name_of_new_directory>
Example:   
         rmdir codes
                   Deletes the directory named codes



Deleting Files/Dir
Directories can be removed (deleted) with the rm (Remove file) 

BE EXTREMELY CAREFUL WITH rm COMMAND
Syntax:
         rm  <name_of_new_file>
Example:   
         rm codes.txt
                   Deletes the file named codes

BE CAREFUL WITH rm
This command deletes 
ALL your files/dir
-r (dir), -f (force)



Power comes with responsibility
You can erase all files in your system with wrong command 

Terminal with docker
Don’t give the VM access to all your files. Create an empty folder
Example: I created /Users/vivianmiranda/data/teaching/Phy504Docker



Terminal with docker
Your files will be seen inside the VM at /home/whovian/host/

Don’t give the VM access to all your files. Create an empty folder

Power comes with responsibility
You can erase all files in your system with wrong command 



The more command

My laptop

from current directory

The more command displays a text file (quite powerful features)

The -s option squeezes multiple blank lines into one single blank line 

The +num skips the first num lines
Powerful feature +/pattern find a pattern (word or regular 

expressions)

press ‘q’ to quit 
displaying the file

-s squeeze multiple 
blank lines into one 



The head command

My laptop

from current directory

The head command displays the beginning of a text file

• The -v option = verbose (show file name)
• The –n option = number of lines to show
• Interesting fact about –n option

default 
behavior: 

show first 10 
lines

https://unix.stackexchange.com/a/467160/464161
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The head command

My laptop

from current directory

Understand language syntax (not your preconception 
notions). Example: the minus sign

https://unix.stackexchange.com/a/467160



The head command

My laptop

from current directory

• The –n option also accepts negative integers!

Negative number (example -2) = print ALL but the last two



My laptop

from current directory

That is one reason why you can’t have a weak password. If your 
laptop connects to the internet, it is vulnerable to hacking.

The tail command
Finding in real time who is trying to hack my server



The tail command

My laptop

I use a software named fail2ban that locks for 120 minutes 
anyone who tries to connect to my server more than 5 times.

If you want to create a server, iptables and grep commands are useful.

Finding in real time who is trying to hack my server



The tail command

My laptop

Finding in real time who is trying to hack my server via VNC

This problem was mitigated last year. 
How? Firewall + geoblocking



The tail command

My laptop

Mitigated not equal completely solved (from this morning)



The cut command

My laptop

The cut command allows you to remove sections of a 
specified file and print the result to standard output.

To extract the first char (-c) 
from each input line, run:

You can also extract char 
ranges with -c X-Y

You can also extract multiple 
ranges with –c X-Y, Z-M



The cut command x2 (delimiters)

My laptop

The cut command allows you to remove sections of a 
specified file and print the result to standard output.
To extract based on delimiters, e.g., spaces, use (-d)

PS: the default delimiter is the TAB character, not spaces 



The cut command x3 (delimiters)

My laptop

cut allows changing the delimiter on output w/ --output-delimeter 

Another option: -s; cut only removes chars when it finds a delimiter 

Finally, there is --complement (self-explanatory)



HW Part I: create examples that…
• Create a directory called bpl inside $HOME. Populate this directory with two 

subdirectories, bin and scripts
• Move a file called oldfile.txt to a new location called newfolder.
• Rename a file called oldfile.txt to newfile.txt.
• Move multiple files at once.
• Move all files with a specific extension (e.g., .txt) to a new folder
• Move a folder and its contents to a new location
• Move a file and overwrite the destination file if it already exists.
• Rename a file.
• Move a file and give it a new name at the same time.
• Move a file to a new location, but only if the destination file does not already 

exist.
• Move a file to a new location, but only if the destination file is older than the 

source file.
• Move a file and give it a new name, but only if the destination file does not 

exist.



HW Part II: create examples that…
• copy a file called file.txt from the current directory to a directory called 

backup
• copy a directory called folder and all its contents to a new location
• copy a file and give it a new name at the same time
• copy a file and preserve its original permissions
• copy a file and prompt before overwriting an existing file
• copy multiple files to a directory
• copy with force overwrite of an existing file
• copy a directory and its contents recursively
• copy all files with the .jpg extension from the current directory to a 

directory called photos and move the original files to a directory called 
old_photos

• Using the command find (with command line option -exec), find all .txt 
files in a given directory and move them to a specific location



• In my .bashrc, I included the option -o ServerAliveInterval=60 in 
all my ssh commands. Can you guess why? What -o stands for? 

The option -o key=value is a complex command because 
the number of configurations that can be adjusted to alter 
the behavior of either the SSH client or server is large. Do 
I need to know all possible key values? Of course not!!

HW Part III: ssh command line options



HW Part IV: ssh command line options
• -o ServerAliveInterval=60 implies that the SSH client will 

periodically send a signal to the SSH server to prevent the 
SSH connection from being lost.
• What are the two things that can happen after you send a 

signal (hint: sending a signal is like trying to say hello to someone)?

• If the SSH client is “ghosted,” the connection will drop after a 
finite number of attempts. We can control that if we intend to 
keep trying the connections at all costs. Check all possible 
keys associated with -o option using man and try to guess 
which key will control that. This is not that hard, SSH options 
have reasonable names.



HW V: create examples that…
•Research about the tail shell command
• display the last 20 lines of a file (hint: this uses the command tail)
• display the first 15 lines of a text file called file.txt
• display the first 10 lines of multiple files at once
• open two terminals. Using cd, make sure they are located in the 

same folder. In the first terminal execute,

for i in {0..100}; do sleep 2; echo $i >> ./output_hw3.txt ; done

Now, in the second terminal, write a command that shows the last 10 
lines of output_hw3.txt, with automatic refresh while the file is being 
updated by the command on the first terminal.



Additional Reading
• This article on medium https://medium.com/@codingmaths/bin-bash-what-exactly-

is-this-95fc8db817bf explains why we always write #!/bin/bash in the 
first line of bash script. Additional reading on this topic here 
(StackOverflow answer): https://unix.stackexchange.com/a/733163/464161 

• This article on Medium https://betterprogramming.pub/how-to-do-twice-as-
much-with-half-the-keystrokes-using-bashrc-e68622825c2e explains some nice 
tricks that can be saved on .bashrc file 

• This article on Medium https://betterprogramming.pub/3-uncommon-bash-
tricks-that-you-should-know-c0fc988065c7 shows some nice tricks on bash.

• Nice introduction to ssh with a discussion about public-private 
keys: https://blog.robertelder.org/what-is-ssh/ 

• If you don’t like any of the shells in the market (bash, zsh …), you can create 
(with years of work) your own shell using C. Here is a nice tutorial on how to 
do that, which can provide insights into how a shell works: 
https://brennan.io/2015/01/16/write-a-shell-in-c/
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