
Lecture 3: Bash Language Part III

Suggested Literature
Both books are available at 
https://learning.oreilly.com



RECAP: Creating New Directories
New directories can be created with the mkdir (make directory)

Syntax:
         mkdir  <name_of_new_directory>
Example:   
         mkdir codes
                   Creates a new directory named codes



RECAP: The cp and mv commands

My laptop

from parent directory

from current directory

cp or mv commands accept new filenames or directories (dir)
as their second args. If dir, then type relative or absolute paths

cp or mv commands 
have many options. Try

cp --help
and

mv --help
Copy directories

cp -r 
one dash ‘-’ and r

HW: research one vs two 
dashes on options



RECAP: Absolute Pathnames
•Absolute paths can be used to change working directories. Try this:    

cd /
This command changes your working directory to the root dir

Verify this by executing the pwd command!
Return to your home directory? cd command with no arguments

ls has many interesting options 
check ls --help

pwd provides the absolute path of 
the current directory



RECAP: Relative Pathnames
Sometimes, absolute paths are the quickest way to refer to a file/dir

The absolute path to a file or directory may be long!

My laptop

This could make commands unwieldy! Is there an easier way?
A relative path or relative pathname specifies the position of a 

file/dir relative to some other entity the shell knows about

from parent directory

from grandparent 
directory

from current dir
from home dir



RECAP: The ls command

from current directory

ls displays all files in the current directory (with information)
• -d list directories, not files (options can tweak command behavior)
• -S (yes CAPS): sort files by size, largest first
• -t sort by modification time, newest first
• -U (yes CAPS) do not sort
• -l use long listing format (with size in bytes)
• -h (human-readable)! That means converting bytes to Kb, Mb, Gb

Yes! Concatenate options



RECAP: Deleting Files/Dir
Directories can be removed (deleted) with the rm (Remove file) 

BE EXTREMELY CAREFUL WITH rm COMMAND
Syntax:
         rm  <name_of_new_file>
Example:   
         rm codes.txt
                   Deletes the file named codes

BE CAREFUL WITH rm
This command deletes 
ALL your files/dir
-r (dir), -f (force)



RECAP: The head command

My laptop

from current directory

• The –n option also accepts negative integers!

Negative number (example -2) = print ALL but the last two



My laptop

from current directory

That is one reason why you can’t have a weak password. If your 
laptop connects to the internet, it is vulnerable to hacking.

RECAP: The tail command
Finding in real time who is trying to hack my server



Talking about hacking: ssh and keys

My laptop

We learned in Lecture 1 that we can SSH to a server via 
user1@machine1:frompath

Your credential is authenticated via a password that is sent to the 
server via an encrypted channel (SSH protocol ensures that)

This system still has weak 
protection! Why?

Because someone (or a 
hidden camera) can see you 

typing the password!

You need to have something 
hard to acquire



Talking about hacking: ssh and keys

My laptop

We learned in Lect. 1 that we can SSH to a server via
user1@machine1:frompath

…something hard to acquire. Example: public-private key

You have a private 
key that decrypts 
msg (protected by 

password).
It can still be 

hacked remotely
Send everyone a public key that can encrypt a message in 

a way that can only be decrypted by your private key. 
How? Via the ssh-keygen command (hyperlink here) 

https://docs.github.com/en/authentication/connecting-to-github-with-ssh/generating-a-new-ssh-key-and-adding-it-to-the-ssh-agent


Talking about hacking: ssh and smartcards

My laptop

We learned in Lect. 1 that we can SSH to a server via 
user1@machine1:frompath 

On a high-security system – you may also need a smartcard

You have a password, a 
public-private key, and a 

smart card.
So, the hacker needs to 

check your password and 
steal your private key and 

physical card.



The join command

My laptop

For pair of input lines with identical fields, write a line to output

Attention: field 
$1 needs to be 

sorted!



The join command x2

My laptop

For a pair of input lines with identical fields, write a line to 
output. What if the identical field is not column 1?

In that case, use the command options 
-1 COL_FILE_1 -2 COL_FILE_2



The echo command

My laptop

echo displays a line of text/string passed as an argument

•The -e option allows the 
backlash to be interpreted
•The -n option does not 
skip a line after the 
command



The echo command part 2

My laptop

echo displays a line of text/string passed as an argument
What if we want to redirect the output of echo to a file?

The echo outputs variables. What if we want to output the 
content of files? Use the command cat 

(copy input – the file – to the output – the terminal)



tac & rev commands

My laptop

tac displays a line of a file in reverse ordering
rev reverses chars on each string (but not the line ordering)



grep: a life saver 

My laptop

grep command searches lines that match a pattern 

grep + regular expressions = powerful tool in general 
(especially useful in the wargame HW). What are 

regular expressions (we will encounter them a lot!) 



My laptop

The string redirection 
<<< is a good 

opportunity to show how 
can you use a good AI 

(here, GPTO3-mini-high) 
to study a language (if 
you know how to ask a 

question). 

Warning: old models like 
GPT4 not as good 



Input/Output redirection
Remember command cat (copy input to the output).

Press CTRL+D 
to exit the 

terminal input

What if we want the file to become the output (terminal input)?
> and >> symbols are two of many I/O type of redirectors



Input/Output redirection
< symbol take standard input from file

Mixing >> and < input / output redirection



The curl command
curl: command for transferring data using PROTOCOLS

Syntax:
       curl  [options] URL
Example:



The curl command
curl: command for transferring data using PROTOCOLS

Syntax:
      curl  [options] URL

The file output.html contains the HTML code of the 
webpage geekforgeeks.org 



The curl command
curl allows you to download a file (and monitor progress)

Progress bar

Progress %

--verbose allows you to download a file (and monitor 
progress)



The curl command
curl allows you to download a file (and monitor progress)

What if the connection drops mid-download? 
You can resume the transfer with --continue-at -



The curl command
What PROTOCOLS curl uses to transfer files? 

Some protocols, like FTP are 
not secure and serve to 
download public files.

Some protocols, like SSH, are 
encrypted. There is also SFTP, 

which is like FTP but encrypted 
by the SSH protocol.

IMAP/POP3 protocols are 
related to emails!



The curl command
Some protocols, like FTP, are not secure and should be 
used only to download public files. curl displays the 

output in the terminal (unless -o filename option) 

YOU CAN RUN THIS (FTP URL IS AVAILABLE FOR TEACHING)



The curl command
In this example, I used curl with the -o filename option to 

download a preprint article from ArXiv org!

curl could be used as part of a larger bash script to 
download entire libraries (including the whole ArXiv org). 
This is dangerous, as it would overload their servers. So, 
ArXiv (and many other websites) have protections against 

downloads by “bots” (and your script is a bot!)



The curl command
Another way: use capital -O in case you just want to 

download the file as it is named initially it in the server

About overloading their servers: if you don’t need the file 
at this exact moment, limit the average download speed 



The curl command
Another way: use capital -O in case you just want to 

download the file as it is named initially it in the server

On top of speed limits, limit the number of files per 
sec/minute/hour if you download multiple files.



The curl command
Some protocols, like SSH/ SFTP, are encrypted. curl is so 
versatile. Here, I display files saved on my remote server

This example curl (-l) sftp://… did require me to type a 
passcode because I have a public-private authentication key. 
Once I see the file I want to download, I can use curl again.

YOU CAN’T RUN THIS: YOU DON’T HAVE ACCOUNT ON MY SERVER



The curl command
curl is massive. There is an online book (pdf – 500 

pages) about just this command 
https://everything.curl.dev



Find files with find command
find: search for files and directories within a directory hierarchy

Syntax:
      find  [path] [expression]

There are many powerful options associated w/ find

directoryOnly child of 
home directory



Find files with find command
find: search for files and directories within a directory hierarchy

What if you 
don’t wan’t to 
show hidden 

folders?

Only grandchild and 
grand grandchild of the 

home directory



Find files with find command
find: search for files and directories within a directory hierarchy

What if you 
don’t wan’t to 
show hidden 

folders?

Only hidden 
folders



Find files with find command
find: search files with different types

Logical operator
\(\) is not necessary in 

this case (just -or 
operators). If you mix 
the -and with -or, \(\) 

may be needed



Find files with find command
find: very important to carefully consider operator precedence

The double \( \( … \) \) –exec gzip {} \; allows the gzip to 
apply to all matched files. Without the second \(\), the 

command -exec gzip {} \; only apply to elisa.abc

ChatGPT o3-mini-high got it right



Find files with find command
Operator “\;” after --exec implies command applies 1x per file

What if we want to compress all files to a single file?



HW1: create examples that…
• extract the second and third field of a space-separated file
• extract the first 10 characters of each line in a file
• extract the characters from the 11th to the 20th of each line in a file
• extract the last field of a file using the delimiter ":” (the file /etc/passwd 

is an example of such a file)
• extract the first 3 characters of each line in a file, starting from the 2nd 

character
• expand the wine.txt and review.txt files – include some unpaired wines 

in both files (wines that only exist in one file). Then:
•write an example that joins the files and only displays the unique lines
•write an example that joins the files and displays paired lines + unpaired 

lines from the first file
•write a command that joins two files based on the first field assuming 

comma-separated fields



• Assume you have a CSV file named data.csv where each line has the format: 
“username,email,age,country”. Extract and display only the email from each line.

• Suppose you have a file records.txt where each line is formatted as follows: 
id:username:score. Write a command that uses: 

• The command grep to find the record for the user bob (case-sensitive), 
• The command cut to extract the score
• The command rev to reverse the digits of the score.

• (!!) A file named info.txt contains precisely one line formatted as follows: 
“key1:value1:key2:value2:key3:value3”. Write a Bash script that uses cut to 
extract the value corresponding to key2, store it in a variable called value2, and 
then print “The value of key2 is: value2”. Tip. To read the file, you will need 
some concepts from the next class. The command should be something like 
line=$(cat info.txt)

• (!!) A file named data.csv contains lines with exactly five comma-separated 
fields. Write a Bash command that extracts the 5th field from every line, reverses 
the content of that field, and writes the results to field5_reversed.txt.

HW2: create examples that…



HW3: create examples that…
•Print a simple message to the console:
•Print the current date (hint: use the date command)
•Append a custom sentence to a file 
•Print the contents of a file (hint: you need both echo and cat)
•Print the current working directory
•Print multiple lines using the -e option
•Display the contents of a file on the terminal
•Concatenate the contents of two or more files and print them to the 

terminal
•Create a new file and add content without an editor (nano, 

emacs…). Hint: use cat
•Reverse the lines of a file and write the output to a new file
•Reverse the lines of multiple files



HW4: cat is a powerful command
•VMB are the initials of my name. Can you explain didactically 

what the VMB initials are doing in the cat command below? (you 
can run the program yourself to check)

•Do you think the EOF and VMB initials will be printed to the files 
script.sh and script2.sh? Check your answer!



HW5: cat is a powerful command
•We have not studied the bash commands sort and uniq. But we 
all know English, and bash is somewhat intuitive. Then, could 
you guess what the output of the command will be?

cat script.sh script2.sh | sort | uniq –u



HW6: working with curl
•  The speed.hetzner.com website provides some large files that allow 

users to stress test their internet connection. One of these files is 1GB in 
size and is available at (https://fsn1-speed.hetzner.com/1GB.bin).
• (easy) Use the file to reproduce some curl examples (related to the 

download of files) we showed in this lecture.

• (!!!) In the following few lectures, we will see how to run a while loop 
in bash. We will also see how to create variables inside a script. But 
here, I want to challenge you to see if you can figure out some of these 
concepts yourself. If not, wait a few lectures to do this HW. The task is 
to create a script using while loops that retry downloads on failure 
up to some maximum number of attempts. 
• (!!) While loops are ugly (low-level programming)! Use the man 

command or --help option to check if we can accomplish a similar goal 
(retry download up to max attempts) using curl options.

https://fsn1-speed.hetzner.com/1GB.bin
https://fsn1-speed.hetzner.com/1GB.bin
https://fsn1-speed.hetzner.com/1GB.bin


HW7: working with curl x2
•The diff bash command analyzes the difference between two files:

•Process substitution is a fantastic bash feature. It allows the user to 
redirect the output of multiple commands as input to another 
command. How does it work? With diff, it is more or less like:

diff < (command 1) < (command 2)
Redo the previous exercise using process substitution. Did you notice 
anything related to the speed of the overall script?

Download two large files 
with the curl command and 

show only the first 10 lines of 
their differences.


