
Lecture: Bash Language Part I

Suggested Literature
Both books are available at 
https://learning.oreilly.com



GUI vs Terminal
Why use the shell terminal in 2023? 

Phones have only GUI! Isn’t the terminal too 1970s?

The key factor 
is automation.

In research, we 
sometimes  

need scripts to 
automate file 

handling

Bash is powerful. OPEN THE TERMINAL



When you need bash, understanding the following 
lectures can save you a lot of time. 

Most servers don’t have VNC to 
allow a remote GUI. Even with 
VNC, a GUI requires a lot of 

bandwidth.
We must be comfortable with 

terminals

GUI vs Terminal



What type of automation?

We will write a program that computes in < 1s
• How many unique words were written in Hamlet
• Show the least frequent words in Hamlet
• Show the most frequent words in Hamlet 
• How many words were used just once?

Dealing with strings is where bash shines



We have many small 
pieces (programs). 

From “gluing” 
programs, we build 

pipelines.

rm

ls

pwd

more

read

tail

head
tr

cp

mv

sort

echo

print
f

du

pipeline

Piping: bash scripts is like playing Lego 

mkdir



Open the 
Linux 

terminal! 

I will use 
Docker to 
emulate 
Linux on 
macOS.

Many shell commands are executable  programs



Many shell commands are executable  programs
location of  many system-

wide programs

Other locations of many executable programs 
(including shell) are /usr/bin and /usr/local/bin



Get the location of shell programs
• type –a name displays all 
locations containing the 
executable name 
•Two locations may hold 
copies of the same program 
(here, /bin is just a symbolic 
link of /usr/bin). 
•How does the system know 
where to look them up (and 
the priority of execution)?



Shell programs are written in C

C language is the base 
of Linux kernel and 

shell scripts
cp code is >1000 lines! 
Shell can do so much 
with just a few lines



EDITORS – EMACS NANO and VIM
• Popular editors on Unix: Emacs & vim & nano.
• Editor functions are available as keyboard 

commands on a command-line interface.
• They enable editing while remotely logged in.
• I use nano (simpler). Not all HPC systems have nano



EDITORS – EMACS NANO and VIM
• Popular editors on Unix: Emacs & vim & nano.
• All editor functions are available as keyboard 

commands on a command-line interface.



EDITORS – EMACS NANO and VIM
• Popular editors on Unix: Emacs & vim & nano.
• Be careful with the rabbit hole (for now)! You can 

spend months learning these editors. 



Open GNU nano

HW: Practice working with GNU nano



GNU nano is not just B&W

Magic first line that 
tells the system (and 

GNU nano) the file is a 
bash script



How to limit page size in nano?
Add a mark with –J num option (just a mark)

Options: core features that make bash powerful

In research, avoid 
using Nano with an 
SFTP connection to 

the server.
In many places 
(SBU), 2-factor 
authentication is 
required for sftp.



man & --help commands are your friend!
If you don’t know what a bash command does, use the man 

command. If you understand what a command does but do not 
know all its options, use --help. 

On macOS, not all 
bash programs have 
the option (ls does 

not have it).

On Docker, most 
commands do have it  

--help



man & --help commands are your friend!
MacOS vs Docker and the --help 

Different systems may have different rules. macOS is based on the BSD 
(Berkeley Software Distribution) Unix, while Linux adopts the GNU Core 

Utils as the bash distribution. They are not 100% compatible. 



My laptop

from parent directory

from current directory

Even the word 
bash (which is a 
program) accept 

--help



.bashrc, .bash_profile. What are they?
• They are files that initialize your environment.
• What is the diff between .bashrc and .bash_profile?

• .bashrc loads at the beginning of every session
• .bash_profile loads only at the OS startup
.bashrc is an excellent resource for creating aliases of 

complicated but frequently used commands



Basic File Manipulation

My laptop

from parent directory

from current directory



Creating New Directories
New directories can be created with the mkdir (make directory)

Syntax:
         mkdir  <name_of_new_directory>
Example:   
         mkdir codes
                   Creates a new directory named codes



The ls command

from current directory

ls displays all files in the current directory (with information)
• -d list directories, not files (options can tweak command behavior)
• -S (yes CAPS): sort files by size, largest first
• -t sort by modification time, newest first
• -U (yes CAPS) do not sort
• -l use long listing format (with size in bytes)
• -h (human-readable)! That means converting bytes to Kb, Mb, Gb

Yes! Concatenate options



The ls command

from parent directory

from current directory
Yes! Concatenate optionswithout –l = short

ls displays all files in the current directory (with information)
• -d list directories, not files (options can tweak command behavior)
• -S (yes CAPS): sort files by size, largest first
• -t sort by modification time, newest first
• -U (yes CAPS) do not sort
• -l use long listing format (with size in bytes)
• -h (human-readable)! That means converting bytes to Kb, Mb, Gb



The ls command

from parent directory

from current directory

One Useful acronym is latr (long, all, by time and reverse)

Yes! Concatenate options

Why is it useful? Sometimes, you need to check the 
permissions of files you just worked on.

What is that? Piping!



How to access lab 
machines remotely

My laptop

from parent directory



Bash: Power comes with responsibility.
You can erase your files with the wrong command. 

Terminal with Mathlab Linux systems

On the Mathlab Linux systems, files stored in your home directory 
are automatically deleted after 48 hours (except MySBFiles)

You have permanent storage under MySBFiles folder

Warning:   Failing to save your file in your permanent storage.

Keep your files in your /home/MySBFiles (~ short for /home/) 



SSH Protocol: accessing your account remotely
Access Transfer of files from one machine to another 

can be accomplished via SSH protocol.



SSH Protocol: accessing your account remotely
If you are using Windows OS, you can access ssh 

command via Docker or PSCP (PuTTY Secure Copy 
Protocol)



SSH Protocol – transferring files with scp
Transfer of files from one machine to another can be done via 
SSH protocol using the SSH scp  (Secure CoPy) command: 

scp user1@machine1:frompath  user2@machine2:topath

This syntax can be simplified if either the "from" or the "to" 
files are located on the current machine.

Use pwd to find out where that directory is 

To copy entire directory trees instead of single files, add 
the option -r



HW. The Bandit: a wargame
This is part I of many of this fun wargame from OverTheWire. 

Although OverTheWire is a reputable site, you must only run 
that HW inside the docker phy504_2025_secure container.          

The VM will protect you by isolating itself from the host machine

• The Bandit wargame is aimed at absolute beginners. It will teach 
the basics needed to be able to play other wargames.

• This game, like most other games, is organized in levels. You start 
at Level 0 and try to “beat” or “finish” it. Finishing a level results 
in information on how to start the next level.

• You will encounter many situations in which you have no idea 
what you are supposed to do. Don’t panic! Don’t give up!

https://overthewire.org/wargames/bandit/bandit0.html
https://overthewire.org/wargames/bandit/bandit0.html
https://overthewire.org/wargames/bandit/bandit0.html


HW. The Bandit: a wargame
This is part I of many of this fun wargame.

• The purpose of this game is for you to learn the basics. Part of 
learning the basics, is reading a lot of new information. If you’ve 
never used the command line before.

• First, if you know a command but don’t know how to use it, try 
the manual by entering man <command> (not available on 
Docker). For example, man ls to learn about the ls command. The 
man command also has a manual, try it! When using man, 
press q to quit. 

• Second, if there is no man page, the command might be a shell 
built-in. In that case use the “help <X>” command. E.g. help cd

•Also, your favorite search-engine is your friend. 



HW. The Bandit: a wargame levels 0/1
• Level 0: The goal of this level is for you to log into the game using 

SSH. The host to which you need to connect is 
bandit.labs.overthewire.org, on port 2220. The username 
is bandit0, and the password is bandit0. Once logged in, go to 
the Level 1.

Commands you may need to solve level 0: ssh 

• Level 1: The password for the next level is stored in a file 
called readme located in the home directory. Use this password to 
log into bandit1 using SSH. Whenever you find a password for a 
level, use SSH (on port 2220) to log into that level and continue 
the game.

Commands you may need to solve level 1: ls, cd, cat, file, du, find 



There are a lot of free opensource material online – including notes from Prof. Zingale

https://zingale.github.io/phy504/

Study them!!! They also contain homework I will adopt in this class

Open-Source Bibliography

Latex free opensource material (hyperlink) – not complete list
• LaTeX for Complete Novices

• Using LaTeX to Write a PhD Thesis

• LaTeX for Administrative Work

• The not so short introduction to latex (or latex in 280 minutes)

• There is also a StackOverflow type of site just to answer latex questions

• The TEX EXCHANGE (https://tex.stackexchange.com)

https://zingale.github.io/phy504/
https://www.dickimaw-books.com/latex/novices/novices-screen.pdf
https://www.dickimaw-books.com/latex/novices/novices-screen.pdf
https://www.dickimaw-books.com/latex/thesis/index.html
https://www.dickimaw-books.com/latex/thesis/index.html
https://www.dickimaw-books.com/latex/admin/index.shtml
https://www.dickimaw-books.com/latex/admin/index.shtml
https://tobi.oetiker.ch/lshort/lshort.pdf
https://tobi.oetiker.ch/lshort/lshort.pdf


Bash free opensource material (hyperlinks) – not complete list
• Bash GNU reference notes

• Bash Guide for Beginners (long ebook)

• An Introduction to the Linux Command Shell For Beginners (pocket book)

C free opensource material (hyperlinks) – not complete list
• The GNU C Programming Tutorial (awesome – I will take examples/exercises from it)

• Stanford CS library C language pocketbook

• Hal Open Science - Modern C by Jens Gustedt (awesome – I will take examples from it)

C++ free material (hyperlinks) – not complete list
• C++ Annotations by Frank B. Brokken (good – I will take examples from it)

Physics / Numerical Problems in Python (awesome!)
• The NUMFSY project

Open-Source Bibliography

https://www.gnu.org/software/bash/manual/bash.html
https://www.gnu.org/software/bash/manual/bash.html
https://tldp.org/LDP/Bash-Beginners-Guide/Bash-Beginners-Guide.pdf
https://tldp.org/LDP/Bash-Beginners-Guide/Bash-Beginners-Guide.pdf
https://www2.karlin.mff.cuni.cz/~hron/NMNV532/ShellIntro.pdf
https://www2.karlin.mff.cuni.cz/~hron/NMNV532/ShellIntro.pdf
http://www.crasseux.com/books/ctut.pdf
http://www.crasseux.com/books/ctut.pdf
http://www.crasseux.com/books/ctut.pdf
http://www.crasseux.com/books/ctut.pdf
http://www.crasseux.com/books/ctut.pdf
http://www.crasseux.com/books/ctut.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
http://cslibrary.stanford.edu/101/EssentialC.pdf
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://hal.inria.fr/hal-02383654/document
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
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https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
https://gitlab.com/fbb-git/cppannotations-zip/-/blob/master/cplusplus.pdf.zip
http://www.numfys.net/
http://www.numfys.net/
http://www.numfys.net/
http://www.numfys.net/
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Additional Reading
• Medium article on what is a Docker (https://medium.com/swlh/what-

exactly-is-docker-1dd62e1fde38)

• (Optional): a more advanced reading on how to write Docker containers: 
https://medium.com/@dalibor91/containers-part-1-starting-with-docker-
basics-b04b72c70129 
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AR: GUI EDITORS – GEDIT/SUBLIME
•My favorite editor is Sublime Text (GUI editor)
•SFTP: you can open files on the server using a local GUI editor
•Free SFTP programs: WinSCP (Win), CyberDuck (MacOS)
• I use the expensive (50 dollars) Transmit 5 (MacOS)

https://www.sublimetext.com/
https://www.sublimetext.com/
https://winscp.net/eng/index.php
https://cyberduck.io/
https://panic.com/transmit/
https://panic.com/transmit/
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AR: Mac Users: Bash vs zsh
•We will teach bash, but Mac comes with zsh. You need to be 

comfortable switching between them. One possibility is to use the 
exec bash command (or use DOCKER!)

• If you want bash to be the default shell language, you should to
1. Add the following lines to your hidden .bash_profile file (bash 

uses .bashrc to set your configuration when the terminal starts)
2. Create the hidden file .bashrc with the shell command             

touch ~/.bashrc (the dot in front of the filename is important).
3. Type exec bash --login in your terminal.

Seems complicated? Use DOCKER!


